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Identity Verification and Authorization Management System  

SafeERP Ver 6.0 

Continuing our approach of continuous development and ongoing enhancement of our 
systems, BSE introduces the Identity Verification and Authorization Management System 
within the new release of SafeERP Ver 6.0, as part of our commitment to enhancing 
system security, protecting user accounts and their credentials, and reducing the risks of 
unauthorized access, hacking, or leakage of login data. 

The Identity Verification and Authorization Management System provides the highest 
levels of protection for user accounts in line with global cybersecurity controls and 
standards to reduce the risks of hacking in all its forms. This release includes a set of 
advanced controls to manage the user login process to the system and protect accounts 
through the following features: 

1. Multi-Factor Authentication (MFA/2FA): Adding an additional layer of protection 
to prevent access to the system in the event of a password leak, as login requires 
entering a changing activation code that is sent to the user via (Authenticator App 
- Email - SMS text messages). 

       Email                                                        SMS                                                  App Authenticator   

o The “MFA” verification method setting has been added at the user level.  
o If the “APP” verification method is selected, a “QR Code” View button will appear, 

allowing the Admin to view and share the QR Code with the created user, enabling them 
to link their account to the authenticator app and use it for the verification process. 

o When the button is clicked, the user’s QR Code will be displayed. 
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2. Password Expiration: Setting a time period for the lifespan of the password, to 
avoid using old passwords that may be vulnerable to leakage, and requiring the 
user to renew it periodically.  

3. Password Complexity: Requiring a minimum password length and the inclusion of 
symbols, numbers, and letters, to prevent it from being predicted or guessed 
through automated programs. 

 

 (To activate the Secure Login feature and benefit from the new level of 
protection in SafeERP Ver 6.0, please contact the company’s team or reach us 
through the company’s contact numbers, and we will assist you in activating and 
configuring the feature according to your needs). 

 


